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l. BBepoeHue

EASystem co3gaHa 4TOOH yIy4IIUTh BCTPOEHHYIO cucTeMy aneptunra nisa ElasticSearch
C TIOMOIIBIO fo0aBIeHre BO3MOXKHOCTH OTIIPaBKU yBegoMieHui B Telegram, E-mail, MS Teams
¥ IpUBENEeHUs yBeJoMIeHU! B Oolee MHGOOPMATUBHBIN U YUTaOenbHEIN BUL.

Note: IlogmepxxuBaeMmble Bepcuu Elastic
7.%, 8.*




Chapter 1. 1. BeepeHue



2. 3aBUCUMOCTHU

certifi==2022.9.24
cffi==1.15.1
charset-normalizer==2.1.1
cryptography==38.0.1
elastic-apm==6.12.0
elasticsearch==7.17.0
idna==3.4
pycparser==2.21
PyYAML==6.0
requests==2.28.1
schedule==1.1.0
urllib3==1.26.12
pydantic==1.10.2

Note: ITakeTHBIN MeHemOXKep pPip UMeeT BO3MOXKHOCTh YUTATh (Paiiibl C ONUCAaHUEM 3aBUCUMOCTEN U
yCTaHaBIMBATh UX C IIOMOIIILI0 KOMaHawl pip install -r requirements.txt
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3. Hactpouka Python

Note: PekoMeHOyeTCs MCIOJIb30BaTh BUPTyanbHOe OKpyxKeHue Python (VENV)

3.1 VENV

PekoMeHOyeTCs HCIIOIb30BaTh BUPTYalbHYI0 cpeny Python mist 3amycka EASystem, kak u fjist mo60ro
OPYroro Mmogo0HOro IPUIOKEHHUSI.
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4. KoHdurypaumoHHbin bann

KoHburypamnoHHBIHM ¢Gain MOXKHO HalTu B gupekTopuu function\configs\config.yml

#file (id.log), elk, sqlite3
modules:
main:

database.type: sqlite3
database.fill: false
database.fill query range: 24 #in hours
interval: 60 #in seconds, minimum 30 seconds
query range: 10 #in hours, minimum 1 hour
include projects: [ '*' ]
exclude projects: [ 1]

find restarts:
enabled: true
time: "300000" #in milliseconds. (system.uptime.duration.ms)
include projects: [ '*' ]
exclude projects: [ 1]

certificate expire date:
enabled: true
every: 1 #day(s)
at: "10:00" #time

encryption:
include projects: [ '*' ]
exclude projects: [ 1]
telegram: true

debug_mode:
enabled: true
silent: false
#telegram_channel id:
#telegram token:

info_message:
at startup: true
schedule: false
schedule timer: 60 #in minutes
#telegram channel id:
#telegram token

#Debug, info, warning, error, critical.
logging:

(continues on next page)




(continued from previous page)

level: warning
to files: true
to _console: false

logs.directory:
linux: "/var/log/EASystem/"
win32: "E:\\EASystem\\logs\\"

config.directory:
linux: "/usr/share/EASystem/configs/"
win32: "E:\\EASystem\\configs\\"

passwd.directory:
linux: "/usr/share/EASystem/passwd/"
win32: "E:\\EASystem\\passwd\\"

output.elasticsearch:
hosts: [ "https://localhost:9200" ]
verify certs: false

#certificate: "E:\\EASystem\\elasticsearch-ca.pem"
certificate: "/usr/share/EASystem/elasticsearch-ca.pem"
username: ""

password: ""

output.elasticsearch.apm:
enabled: false
service name: "EASystem"
server _url: "http://localhost:8200"
secret token: ""

environment: "prd"
connectors:
e-mail:
enabled: true
# Overrides all recipients in any cases.
redirect:

enabled: false
silent: false
to: [ 'contractedl@contoso.com' ]

telegram:

enabled: true

#default channel id:

#default token:

#projects channel id:
#projectl:

#projects token:
#projectl:

modifiers:
metrics:
system.core:
system.cpu: [

[]

"total.norm.pct':

"CPU Usage',

'system.pct':

"CPU pst' 1

system.
system.

diskio:
entropy:

[

]
[1]

system.filesystem: [
system.fsstat: [ ]
system.load: [ 1]
system.memory: [
< '"Actual Free RAM' ]
system.network: [ ]
system.network summary: [ 1]

'used.pct': 'Disk Usage','free': 'Disk free space' ]

'actual.used.pct': 'RAM Usage', 'swap.free': 'Swap free', 'actual.free':

(continues on next page)
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(continued from previous page)

system.
system.
system.
system.
system.
system.

process: [ ]
process.summary: [ ]
raid: [ 1]
service: [ ]
socket: [ ]
socket.summary: [ ]
system.uptime: [ ]
system.users: [ ]
prometheus.metrics: [ 'node filesystem avail bytes':
alerts:

#kibana-alert-history-[accepted projects]

projects: [ "default", "projectl", "project2" 1]

#Accepted Tags for shown as topic

tags: ["tagl", "tag2"]
mail recipients:
tagl:
to: [ 'contractedl@contoso.com' ]
tag2:
to: [ 'contractedl@contoso.com', 'contracted2@contoso.com'
mail recipients:
projectl:

enabled: true
to: [ 'contractedl@contoso.com', 'contracted2@contoso.com' ]
project2:

enabled: true

to: [ 'contractedl@contoso.com', 'contracted2@contoso.com' ]

]

'Disk Usage (in bytes)' ]

4.1 4.1 Modules

Cexkius modules oTBedaeT 3a HACTPOUKY MOOYJIeH IIPOrPaMMAbI:

modules:
main:

database.type: file
database.fill: false
database.fill query range: 24 #in hours
interval: 60 #in seconds, minimum 30 seconds
query range: 1 #in hours, minimum 1 hour
include projects: ['*']
exclude projects: []

find restarts:
enabled: true
time: "300000" #in milliseconds.
include projects: ['*']
exclude projects: []

(system.uptime.duration.ms)

certificate expire date:
enabled: true
every: 1 #day(s)
at: "10:00" #time

4.1. 4.1 Modules




4.1.1 4.1.1 OcHoBHOM MoAyNnb (Main)

OCHOBHOH MoOAyJib HOporpaMMBI HINeT B uHAeKcax kibana-alert-history-* HoBBIe anepThH u
CpaBHUBaET UX C uMelolmercsa 6a30i maHHBIX (cM. database.type). Ecnm HalijleHHOTO ajepTa HET
B 6a3e JaHHHBIX, TO HA €r0 OCHOBe QOPMHUPYETCS OIOBEIIEHUE C ITOCJIEAYIOIINM 3aHECEHUEM ero0 B 6a3y
OaHHBIX.

database.type

Bri6op Tuma 6a3bl JaHHBIX OIS 3anuchiBaHus ID cobwiTuii. I[IpuHumaemble 3HaveHus: file, sqlite3,
elk

ITo ymonuanuto: sqlite3

Note:
e Tunbl 6a3 JaHHBIX:
- file pacnomnoxken B datine id.log B logs.directory (cM. pa3men koHdura logs.directory)

- elk Bce HalifleHHBIe COOBITMS 3aIUCHIBAIOTCS B MHAEKC C uMeHeM Kibana-alert-history-id
(Heo6X0aMMO CO3maTh €ro BPYyYHYIO)

- sqlite3 sql 6a3a maHHBIX pacrnooXkeHa B KOPHEBOU OupekTopuu B daiine easystem.db

database.fill

3amonHeHue 0a3bl JaHHBIX TO3BOJISIET 3alIUCATh BCE HaWJeHHBIE COOBITHS B MHIEKCAX
kibana-alert-history- B 6a3y maHHBIX,

6e3 hopMupoBaHUS ONOBeIeHNH. [JaHHAs ONIMS [TOJIe3Ha IIPU OJINTEJIFHOM IPOCTOS IPOTPAMMBI UJTH
npu nepBoM 3anycke. | [To ymonuanuio: false

database.fill query_range: 24
I'mybuHa mpocMoTpa IIpu 3amojiHeHun 6a3bl JaHHHX (cM. database.fill).
ITo ymonmuanuio: 24. EOWHUNOE U3MEPEHUS: YacCH

interval: 60
HNuTepBan morucka HOBBIX COOBITUH.
[To ymonmuanuio: 60. EDyHUIEI U3MepeHUsa: CeKyHIObpl. MuHUManbHOe 3HaveHue: 30.

query_range: 1

I'myOuHa mpocMOTpa IPpU IIOUCKE HOBLIX COOBITHI. YBeNnnueHNe IapaMeTpa yBeluduBaeT Harpy3Ky
Ha CUCTeMY.

ITo ymonuanuio: 1. EnuHUIE U3MepeHUa: Yack. MUHUMaNsHOEe 3HaveHue: 1.

include_projects: [‘*']

Ecnu ssBHO yKa3aH IIPOeKT (Hanpumep: [‘my-projectl’, ‘my-project2’]), To ocTanbHEIE HalIeHHbIE
ITPOEKTHI, ITPU TOUCKE HOBBIX COOBITHH, OYOyT UTHOPUPOBATHCS.

ITo ymomuanuto: ['*'] - BKJIIOUEHEI BCE IIPOEKTHL.
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exclude_projects: []

Ecnu ykasaH IpoekT (Hanpumep: [‘my*project’]), To o OyIeT IpOUTHOPUPOBAH IIPU MOMCKE HOBBIX

COOBITHUH.
ITo ymon4yaHuio: [] - HET UCKITIOUEHUH IIPOEKTOB U3 CIIHMCKA II0MCKa HOBBIX COOBITHH.

4.2 4.2 Encryption
4.3 4.3 Debug mode
4.4 4.4 Info message
4.5 4.5 Logging

4.6 4.6 Directory

4.7 4.7 Output

4.8 4.8 Connectors
4.9 4.9 Modifiers

4.10 4.10 Mail recipients

4.2. 4.2 Encryption
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5. Moaynu

5.1 5.1 OcHoBHOM
5.2 5.2 Nouck pectapToB

5.3 5.3 NpoBepka cpokKa ucreueHumna SSL ceptucdpukarta
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Chapter 6. 6. NepBbIK 3anycK
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7. CucTteMbl NoJly4YeHUs ONnoBeLLeHUMN

7.1 7.1 DneKTpoOHHaA nNou4Ta

7.2 7.2 MecceHAaXXepbl
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8. LincdbpoBaHue YyBCTBUTEJIbHbIX OAaHHbIX

MMudppyer CHAT ID u BOT_ID B pa"nmoMHYIO CTPOKy. C BKIIOUEHHOU HACTPOUKOU He HYXKHO
yKa3bIBaTh 9TU NaHHBIE B IBHOM BUEe B KOHUTE.

Note: ®opmar 3anonHeHus $ainos -100000000000:x:1234456789:AAAAAA. XXXXXXXXXXXXXXXXXXXKXKX
rme -100000000000 - CHAT ID 1234456789:AAAAAA XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX -
BOT ID.

It Hayama HeoOxomumo 3amoHuTh (ain default settings.key, orkyna 6yayT 6paThcs
HacTtporiku CHAT ID u BOT ID gnsa Tex IPOEKTOB, OJI1 KOTOPHIX He yKa3aHbl APyTrUe OaHHbIE (O/1s
KOTOPHIX He OIIpefesieH CBOM TejerpaM KaHal u 60T).

Ecnu connectors.telegram.enabled: true u encryption.telegram: true, HO daiin
default settings.key He 3amonHeH, IporpaMMa IIOIIPOCUT Bac ero 3all0IHUTh.

[Ipu mepBOM 3amlyCcKe ImporpaMma co3facT (aiiiabl ¢ MMeHaMu <project>.key, B UpeKTopuu passwd,
e <project> mMocCIemHss 4aCcTh UMEHU WHIEKCAa ajiepPTOB (ITPOEKT).

[I71 Tex MPOeKTOB, KOTOPLIe UMEIOT HOMEep CBOEro KaHajla B TejierpaMMe [IJisi OTIIPaBKH, HE0OX0OUMO
3amO0JIHUTh OMHOUMEHHEIe (aiiIbl B UPEKTOPUH passwd corimacHo GopMaTy, IpUBEeIeHHOMY BHIIIE.
ITpu cnepyiomeM 3amyckKe MPOrpaMMEl CTPOKa 3arIugpyeTcs.

Ecnu ¢daiin default settings.key moBpexkpeH WU yoajeH, TO BOCCTAaHABIMBAETCS €T0 IpenbIayIas
Konus u3 ¢atina shadow copy.key. 3Tto o6pr9yHasa Konus 1nocjiegHero paborocrnocobHoro daiina
default settings.key.

Ecnu .key daiin npoekTa IOBPeXkKIEH, TO OH Ilepe3alniCchiBaeTCsl HaCTPOUKaMu U3
default settings.key.
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9. MoaucpukaTopsl

9.1 9.1 Custom

9.2 9.2 Service
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10. JOoNOJQIHUTENIbHO

10.1 10.1 Elasticsearch APM
10.2 10.2 Pe>XXuM oT/1agKm

10.3 10.3 UHdopMaumoHHOe coobuieHue
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11. CNUCOK TEPMUHOB U onpepnesieHuun

ElasticSearch
BricokoMmacmTabupyeMasi pacupefeieHHas ITOMCKOBas CHUCTeMa IIOJIHOTEKCTOBOTO TIOMCKA U
aHanu3a pmaHHBIX ¢ BeO-uHTepdeiicom, REST API u HedpopmanuzoBaHnHEIMU JSON-IOKyMeHTaMU,
KoTopas pa3paboraHa Ha 6a3e MOJTHOTEKCTOBOTrO MorcKa Lucene u paboTaeT B peskuMe PeajbHOTO
BpeMeHHU. https://www.elastic.co/elasticsearch/

BupryanbHas cpega Python (Virtual Environment, VENV)
YHuKkanbHOEe coueTaHue uHTepnperaTtopa Python 1 HaGopa 6uGIMOTEK, KOTOPOE HE TTIOBTOPSAETCS
B OPYTUX rinobanbHEIX OKPYXKEHUAX. BUPTyanbHOE OKPYyKeHMe TpeqHa3HaveHo 151 KOHKPETHOTO
IIPOEKTa, ¥ JaHHEIEe O HEM XPAHATCS B IIallKe TPoeKTa. B aTol manke comepkKaTcsa YCTaHOBIEHHEIE
O6ubNMMoTEKY OKPYyKeHus U daiin pyvenv.cfg, B KOTopoM yKasaH IIyTh K 6a30BOMY HHTEPIIPETATODY,
PacIoioXkXeHHOMY B IPYyrOM MecTe (parjIoBOM CUCTEMEI.

Anepr
Ot aurn. Alert - onoBelleHue, yBeIoMJIeHUE, CUTHA

IIpoekT
HMs mpoeKTa OmpefenseTcs II0 HocjiemHel J4acTh MMEeHM HWHOEKCa C COOBITUSIMU OIIOBEIeHUH
kibana*alert*history*[npoekT]

25
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12.1 BBepeHue

EASystem co3pmana 4TOOB! YIYyYIINTLE UHTETPUPOBAHHYIO cUCTeMY anepTtunra amns ElasticSearch.

12.2 3aBUCUMMOCTH

certifi==2022.9.24
cffi==1.15.1
charset-normalizer==2.1.1
cryptography==38.0.1
elastic-apm==6.12.0
elasticsearch==7.17.0
idna==3.4
pycparser==2.21
PyYAML==6.0
requests==2.28.1
schedule==1.1.0
urllib3==1.26.12
pydantic==1.10.2

Note: ITakeTHHIN MeHeOXKep pPip UMeeT BO3MOXKHOCTh YUTATh (aMiibl C ONUCaHUEM 3aBUCUMOCTEN U
yCTaHaBIMBATh UX C IIOMOIILI0 KOoMaHawl pip install *r requirements.txt

12.3 Hactpouka Python

Note: PeromMeHOyeTCs UCIIONB30BaTh BUPTyaJIbHOE OKpyXKeHUe Python

27



12.3.1 VENV

12.4 KoHdurypaumoHHbin bann

#file (id.log), elk, sqlite3
modules:
main:

database.type: sqlite3
database.fill: false
database.fill query range: 24 #in hours
interval: 60 #in seconds, minimum 30 seconds
query _range: 10 #in hours, minimum 1 hour
include projects: [ '*' ]
exclude projects: [ 1

find restarts:
enabled: true
time: "300000" #in milliseconds. (system.uptime.duration.ms)
include projects: [ '*' ]
exclude projects: [ 1

certificate expire date:
enabled: true
every: 1 #day(s)
at: "10:00" #time

encryption:
include projects: [ '*' ]
exclude projects: [ 1
telegram: true

debug _mode:
enabled: true
silent: false
#telegram channel id:
#telegram token:

info_message:
at startup: true
schedule: false
schedule timer: 60 #in minutes
#telegram channel id:
#telegram token

#Debug, info, warning, error, critical.
logging:

level: warning

to files: true

to console: false

logs.directory:
linux: "/var/log/EASystem/"
win32: "E:\\EASystem\\logs\\"

config.directory:
linux: "/usr/share/EASystem/configs/"
win32: "E:\\EASystem\\configs\\"

passwd.directory:
linux: "/usr/share/EASystem/passwd/"
win32: "E:\\EASystem\\passwd\\"

(continues on next page)
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(continued from previous page)

output.elasticsearch:
hosts: [ "https://localhost:9200" ]
verify certs: false
#certificate: "E:\\EASystem\\elasticsearch-ca.pem"
certificate: "/usr/share/EASystem/elasticsearch-ca.pem"
username: ""
password: ""
output.elasticsearch.apm:
enabled: false
service name: "EASystem"
server_url: "http://localhost:8200"
secret token: ""
environment: "prd"

connectors:
e-mail:

enabled: true

# Overrides all recipients in any cases.

redirect:
enabled: false
silent: false
to: [ 'contractedl@contoso.com' ]

telegram:

enabled: true

#default channel id:

#default _token:

#projects channel id:
#projectl:

#projects _token:
#projectl:

modifiers:
metrics:

system.core: [ ]
system.cpu: [ 'total.norm.pct': 'CPU Usage', 'system.pct': 'CPU pst' ]
system.diskio: [ ]
system.entropy: [ 1]
system.filesystem: [ 'used.pct': 'Disk Usage', 'free': 'Disk free space' ]
system.fsstat: [ ]
system.load: [ ]
system.memory: [ ‘'actual.used.pct': 'RAM Usage','swap.free': 'Swap free', 'actual.free':

— 'Actual Free RAM' ]
system.network: [ ]
system.network summary: [ ]
system.process: [ 1]
system.process.summary: [ ]
system.raid: [ ]
system.service: [ ]
system.socket: [ ]
system.socket.summary: [ ]
system.uptime: [ ]
system.users: [ ]
prometheus.metrics: [ 'node filesystem avail bytes': 'Disk Usage (in bytes)' 1]

alerts:
#kibana-alert-history-[accepted projects]
projects: [ "default", "projectl", "project2" ]
#Accepted Tags for shown as topic
tags: ["tagl", "tag2"]

(continues on next page)
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(continued from previous page)

mail recipients:

tagl:
to: [ 'contractedl@contoso.com'
tag2:
to: [ 'contractedl@contoso.com'
mail recipients:
projectl:

enabled: true
to: [ 'contractedl@contoso.com',

project2:
enabled: true
to: [ 'contractedl@contoso.com',

]

'contracted2@contoso.com'

'contracted2@contoso.com'

'contracted2@contoso.com'

]

]

]
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12.4.1 1. Modules

12.4.2
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12.4.5 5. Logging
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Telegram

12.8 LLincppoBaHne 4yBCTBUTEJIbHbIX OAAaHHbIX

12.9 MoaudukaTopsl

12.9.1 Custom
12.9.2 Service
12.10 JonoJsIHUTENNbHO
12.10.1 Elasticsearch APM

12.10.2 Pe>xxum oTnapku

12.10.3 NHpopmMaunOHHOEe coobLieHume

12.11 Noccapuu
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